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INntroduction

As financial services organisations
navigate a dynamic and complex
regulatory landscape, they are also
faced with the challenge of harnessing
the exponential growth of data - often
sat in disparate internal and external
systems - which is ultimately needed
to meet the regulator’s requests.

Regulatory compliance and risk
management responsibilities compel

Methodology

FStech and InterSystems conducted a survey of over 100 financial services professionals in the UK
and Ireland to explore the data challenges and opportunities for firms as they navigate an ever-changing

regulatory landscape.

firms to prioritise data management

as part of their strategy, particularly
when it comes to integrating and
connecting data across an organisation
and its external sources to provide a
unified view. However, complicated
technology, poor data quality, manual
processes, and legacy systems can

all prove a barrier to providing the
regulators with the information they
need. Ultimately, failing to adhere to the

rules and standards expected of them
can lead to hefty penalties and long-
term reputational damage.

Having the right technology in place
can help firms achieve better, data-
driven decision making - bridging

data silos and providing real-time
access with one view of the data - with
some firms looking to new, advanced
technologies as part of their regulatory
compliance strategy.

*Where numbers do not add up to 100%, it is because they are multiple choice or not all respondents answered the question.
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1. What are the top data challenges your organisation is experiencing in relation

to regulatory compliance and reporting? [select top threel

Poor risk modelling and analytics was highlighted
as the top challenge, with nearly two fifths of
respondents selecting this option. In regard to
regulatory reporting, insufficient risk modelling
can lead to a range of challenges, including the
production of unreliable data. This can result in
regulatory authorities questioning the accuracy
of reports, while firms also risk undermining
investor confidence.

Meanwhile, poor risk modelling and analytics

can reveal weaknesses in governance structures,
including the lack of a robust ‘third line of
defence’ in risk management, which is crucial for
ensuring accurate reporting. Firms may also rely
on manual processes to reconcile data from poor
risk models, which is time-consuming, prone to
errors, and can result in delays or inaccuracies

in reporting.

A third of financial services providers said that
struggling with disparate systems or too many
data sources was a top three concern. These
data hurdles could mean that companies are
producing reports that have inconsistent formats,
missing fields, and conflicting definitions. At

the same time, data silos created by disparate
systems can hinder collaboration when it comes
to compliance, with one department unaware of
what the other is doing.

Too many data sources or disparate systems can
additionally cause latency and delays, which was
also chosen as a top-three data challenge by

nearly 30 per cent of respondents. The

lag between data creation and availability
hinders reporting ability and real-time insights
become elusive, which ultimately jeopardises
decision-making.

The right technology can connect a firm to live
data sources and provide business intelligence
analysis reporting based on real-time data across
multiple sources in order to minimise latency.
This is important for firms as timely data is critical
to enable real-time decision making in a fast-
paced industry where data delays can lead to
missed opportunities or suboptimal decisions.

By integrating multiple models through a
common data scheme, firms can combine
various models without the complexities of
data preparation and conversion. This allows
for a broader analytical approach and more
comprehensive risk assessments, while a unified
approach to data can also break down silos
within an organisation, ensuring that different
departments all work with the same data set.

The unification of data plays a crucial role in both
enhancing risk modelling and tackling disparate
data sources. It harmonises models, breaks down
silos, and ensures data consistency - all crucial
for robust and accurate regulatory reporting.

55)

Data latency

Lack of data
lineage visibility

% N
Inability to track
change history

\

%

14

Poor data quality

55)

Inability to
easily share data
between internal

departments /
external partners

%\
2

Siloed data / lack
of a single view
of data

%
16

Data privacy or
security concerns
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2. Which of the following areas of regulation are the biggest concern for your

organisation due to data management challenges? [select top three]

With firms still getting to grips with the
Consumer Duty after it was launched last
summer and the Mandatory APP
reimbursement scheme yet to come, it’s
unsurprising that consumer protection
regulations were highlighted as the top
concern for FSls regarding data management
challenges. But it is crucial that firms are

able to provide the right data to meet these
emerging standards - not only because these
rules are high on the agenda for the regulators
but also to ensure they are providing the best
experience for their customers. By rolling

out the right data strategy, firms can begin

to take charge of their data and ultimately
harness these regulations to their advantage
by building trust and delivering a seamless
journey for the consumer.

Insights earlier in the report demonstrate
that many financial services providers

are struggling with disparate systems,

data latency, and sprawling data sources,
which could be in part driving the third of
respondents who are still struggling with data
privacy and protection rules. Regulation like
GDPR is ultimately about processing personal
data transparently, which can be a challenge
if firms are unable to effectively manage data
across different platforms, geographies, or
departments, with proper controls and data
tracking in place to ensure compliance with
these privacy regulations.

capital adequacy rules)

17%

Anti-Money Laundering
(AML) and Counter-
Terrorist Financing
(CTF) regulations

18%

Sustainable
Finance
Disclosure
Regulation, the
upcoming UK
Green Taxonomy,
International
Sustainability
Standards Board
(ISSB))

18%

ESG regulation (e.g. FCA’s
upcoming Sustainability
Disclosure Standards (SDR),
EU Sustainable Finance
Disclosure Regulation, the
upcoming UK Green Taxonomy,
International Sustainability
Standards Board (ISSB))

33%

Data privacy and
protection (e.g.
GDPR, CCPA)

21%

Know Your Customer (KYC)
and Customer Due Diligence
(CDD) requirements

21%

Preparing for regulation of emerging
technologies (e.g. GenAl, LLMs)

1 9% Digital Operational Resilience Act (DORA)
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3. Where is manual data processing or a lack of automation holding back your

organisation when it comes to regulatory reporting? [select the most appropriate answer]

The results demonstrate that the vast majority
of respondents are struggling with manual
data processing when it comes to regulatory
reporting, with over two-fifths saying that this
is holding back most of their organisation’s
departments and tasks, including senior-level
staff, and a further 16 per cent using lots of
manual data processing for everyday tasks.
Not only is manual data processing often an
arduous task, it is also prone to human error.
This means that firms must include additional
checks on the data or risk inadvertently
delivering incorrect information to the
regulators when submitting reports.

Automation of data processing can help
financial services firms become more efficient,
accurate, cost-effective, and competitive in
an increasingly fast-paced market. It can also
speed up the process; enable scalability by
allowing firms to handle more data without an
increase in resources or costs; provide better
risk management and decision-making; boost
market responsiveness; and allow firms to
successfully meet their regulatory compliance
duties by maintaining precise records and
generating reports.

22%

We still have some
manual tasks in place
but most of our data
processing is automated

o We have some automation in place but there is
1 6 /o still lots of manual data processing being used for
everyday tasks
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4. How much time on average do you spend each week doing manual data processes

for regulatory compliance-related tasks? [select the most appropriate answer]

The results demonstrate that the highest
proportion of respondents are spending
the longest period of time on manual data
processing when it comes to regulatory
compliance-related tasks - with a combined
52 per cent of respondents spending more
than 10 hours every week on this task.

These results demonstrate a significant
opportunity for FSls to reallocate time
towards activities that not only enhance
individual productivity but also contribute to
the firm’s wider strategic goals.

Manual processes are much slower than
automated ones, which means that firms

1%

0-1 hours

1-5 hours

that don’t roll out automation could risk
delays in responding to regulatory requests.
Excessive time spent on manual tasks also
means less time is available for analysing data
and preparing comprehensive responses to
regulatory inquiries.

Additionally, manual data processing can
result in an increased error rate, which can
lead to inaccuracies in data shared with the
regulators. Further to this, inefficiencies, lack
of agility, data quality issues, and financial
costs are all challenges associated with a
lack of automation when it comes to data
processing.

20%

5-10 hours

Ultimately, reliance on manual processes

for regulatory compliance can significantly
impede a firm’s ability to respond effectively
and efficiently to the regulators. This can
have implications for the firm’s operational
performance, risk profile, and overall
competitiveness.

By implementing the right data management
technology, firms can automate regulatory
compliance-related tasks and make the
process across discovery, validation,
cataloguing, preparation, and monitoring
more efficient by reducing errors and wasted
time and resources.

10-15 hours 15+ hours
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5. What are the most important risk management priorities for your

organisation currently? [select top three]

Given that regulatory scrutiny appears to be
intensifying - with new regulations such as
the Consumer Duty likely having an impact

on firms’ risk frameworks, as well as other
considerations like ESG coming to the fore

- it is not a surprise that by far the top priority
for FSIs when it comes to risk management is
meeting regulatory reporting standards, with
over a third selecting this option.

o Avoiding fines

Avoiding fines and protecting brand
reputation were chosen by 29 per cent and

26 per cent respectively; both key for financial
services providers who want to steer clear of
anything that could have a negative impact
on customer perception or the balance sheet.
Increasing regulatory scrutiny and public

28% Improving financial returns
z 6% Reputation / protection of brand
awareness around misconduct is also likely
driving firms to prioritise these areas.

2 O/ Improving communications
Despite being a core business objective, o with investors

improving financial returns came in third
place. This hints that firms may be prioritising

short-term regulatory compliance over long- o Performing ad hoc risk analysis using
term profitability amidst heightened scrutiny. o real-time data

21 % Reacting faster in volatile markets
9% Connecting data across the organisation
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6. Are there any challenges within your organisation that are preventing you from meeting

your risk management priorities? [select top three]

With nearly half of respondents revealing
that they are struggling to engage with
stakeholders, the results demonstrate that the
biggest barrier to meeting risk management
priorities is cultural rather than technical. This
challenge could be linked to broader industry
trends like the fast pace of technological
disruption, changing regulations, shifting
customer expectations, and evolving
competitive landscapes, which can ultimately
make stakeholder alignment more difficult.
Perhaps there is a lack of cross-functional
collaboration or siloed thinking at hand,
while risk or compliance teams could also

be struggling to effectively communicate
increasingly complex issues to leadership.

Finding ways to effectively communicate and
build good relationships with stakeholders

is crucial to risk management because they
are pivotal to identifying potential risks,
opportunities and impacts. Firms can begin
to do this through several targeted methods
such as stakeholder mapping; identifying
needs and expectations; regular updates; and
communication plans.

Regulatory change and uncertainty in the
market were also highlighted as top hurdles to
meeting risk management priorities, chosen
by 35 per cent and 30 per cent of respondents
respectively. With so much change happening
in financial services, from emerging

technologies like GenAl to evolving regulation,
it’s unsurprising to see that these are ongoing
obstacles for many firms.

Data silos are once again highlighted as a
top challenge, with more than a quarter of
respondents selecting this option, this time
relating directly to their risk management
priorities. Having a more holistic view of data
can help to improve efficiencies, decision-
making and accountability, whilst also
mitigating against potential risks.

48%

Engaging with
stakeholders

Regulatory
change /
compliance

35% ‘

30%

f Uncertainty /
risks volatility

Company culture

22%
’O/\

\

Siloed data

Emerging risks

18%

Lack of IT support
14%

\

Data quality and
availability

12%
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7. What are the top barriers to fully integrating and connecting data, from inside and

outside your organisation, for regulatory compliance and reporting purposes?
[select top three]

)

Complexity of
technology stack

J2)

Manual processes

% \
Lack of budget /
investment

ny
%

7

Legacy technology

%\

25

Disparate systems

% \
Lack of
automation / Al

ny
%

8

Data governance
framework

]
%

3

Data privacy
concerns

Mirroring barriers highlighted earlier in the
report relating to risk management, it appears
that the top hurdles for financial services
professionals when it comes to integrating and
connecting data across sources for regulatory
compliance purposes are also cultural rather
than technical.

Corporate buy-in was chosen by the highest
proportion of respondents, at more than
two-fifths, with this figure perhaps a result

of organisational silos, a legacy culture, or

a lack of digital transformation leadership.
These challenges could be addressed through
a number of key measures, including finding
ways to effectively demonstrate ROI; assigning
executive sponsors; identifying marketplace
differentiation angles to convince leadership
of the wider value of connecting data both
internally and externally; and creating a data
culture by communicating the importance of
good data management.

Ultimately, compliance teams must be able

to clearly demonstrate the business case

and thought processes behind the integration
of data. Those that do get the green light

to unify their data sources can benefit from
breaking down silos across departments

for better outcomes when it comes to
regulatory reporting.

The figures do show that there are some
ongoing technical obstacles for financial

services providers at the moment, with

27 per cent of respondents revealing they
are struggling with the complexity of their
technology stack. This barrier could be
addressed by modernising existing systems
using interoperable technology such as a
smart data fabric which can connect them
together and unify data.

Implementing this could also tackle disparate
systems and manual processes when it comes
to linking and integrating data for regulatory
compliance and reporting, both of which have
once again been highlighted as key challenges
for around a quarter of FSis.
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8. Which of the following advanced technologies is your organisation exploring or

implementing as part of its regulatory compliance strategy? [select all that apply]

It’s interesting to see that all FSIs who
answered this question are exploring some
kind of advanced technology as part of their
regulatory compliance strategy.

With its ability to support compliance and
oversight in real-time, it’s no surprise that
blockchain came out on top with more than
two-fifths currently exploring or implementing
this technology. This technology can be used
across a number of key compliance use cases,
including audit trails.

Machine learning was also proven to be a
popular choice by respondents, with 36 per
cent of those surveyed looking to roll this

out or already using the technology. This
technology holds immense potential for
enhancing regulatory reporting in financial
services, including automated data processing,
predictive analytics, fraud detection, and

risk assessment.

A further 31 per cent of financial services
providers chose GenAl and LLMs; this
technology could be used to better interpret
regulations and enable compliance teams

to ask questions to gain more clarity and
understanding. It could also be used as a tool
to automate processes in order to free up time
for other regulatory compliance-related tasks.
Ultimately the interest in advanced
technologies like blockchain and Al/ML are
likely linked to the many potential use cases

they could help facilitate in areas spanning
trade monitoring, anti-money laundering, and
fraud detection, as well as their ability to drive
efficiency and decision augmentation.

Quantum computing, which was chosen by
nearly 30 per cent of respondents, promises
many benefits to compliance teams, including
the ability to carry out complex simulations
and streamline processes by identifying both
patterns and inconsistencies across datasets
which can cut the time needed to meet
regulatory standards.

Q
29% computing

Smart data fabrics are also beginning to be
explored by FSls, with a fifth choosing this
option. This architectural approach can build
the data foundation for next-generation
initiatives like Al; enable firms to adapt to
volatile markets via real-time analytics; and 310/ Robotic process
connect and harmonise data on demand from O automation
across a firm’s many silos. It can also keep

firms out of the regulatory hot seat by making

sure data is of a high quality, whilst also .
providing accurate and real-time insights and 20% Smart data fabrics
new, innovative services to keep them ahead

of competition.

31% Genal LLMs

1 9% Workflow automation

o% None of the above
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9. What is the most important benefit of implementing new technologies to your

regulatory compliance and reporting strategy? [select one option]

The results demonstrate that accuracy /
reducing errors and gaining a competitive
edge over peers are the top benefits for
FSIs when it comes to implementing new
technologies, with just over a fifth choosing
both of these options.

It is of upmost importance for firms to hand
over accurate information to the regulators,
otherwise they could risk a penalty or
damaging their reputation. Rolling out the
right technology can also improve processes
and accuracy, thus building customer
confidence which gives firms an edge over
their competitors.

The figures indicate that implementing

new technology as part of the regulatory
compliance and reporting strategy is seen as
a differentiator by many FSls, which ultimately
presents a stronger business case for
investment than pure efficiency.

While chosen by less respondents, 12 per cent
of those surveyed identified reducing manual
tasks as their top benefit when it comes

to regulatory compliance. It’s unsurprising
that this is deemed a key advantage for

some FSls as reducing manual tasks through
automation results in improved accuracy and
less errors, which has already been highlighted
as an important benefit by 21 per cent of
respondents. The technology’s ability to boost
productivity, significantly reduce reporting

errors and delays, and facilitate speedier
processes are all ways to quantify the value
of automation in the reporting process to
stakeholders, the wider compliance team,
and leadership.

Introducing
efficiencies

12%

Reducing manual
tasks

21%

Competitive edge
over peers

13%

Improving response

rate to regulatory o
requirements o Addressing risks
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10. What are the most important regulatory compliance priorities for your organisation

over the next 12 months? [select top three]

Given that risk management is key to meeting
regulatory reporting standards and avoiding
fines, it’s unsurprising that the highest
proportion of respondents - nearly half - said
improving this area is a top-three priority over
the next 12 months.

With many new regulations coming to the fore
it is also no surprise to see that hiring more
staff to deal with regulatory changes came in
second place, with 37 per cent highlighting
this as a priority over the next year, and a
further third saying they will be spending time
preparing for future regulation like ESG and
GenAl.

Given that the majority of respondents
previously said that they have trouble with
manual data processing, it’s promising to

see that at least a third of respondents will
be addressing this as a priority. However,

the 69 per cent of respondents that are

not prioritising automation over the next 12
months could be missing out on accurate and
speedy insights that could help them meet
their regulatory compliance goals.

While complex technology stacks were
highlighted earlier in the report as the third
most prevalent barrier to fully integrating and
connecting data when it comes to regulatory

compliance, it’s perhaps concerning to see
that only three per cent of respondents will be
prioritising this over the next year.

With firms more focused on hiring additional
staff than other areas such as increasing
investments in data automation, rolling

out smart data fabrics, or simplifying the
technology stack, this could suggest that firms
are taking a more short-term approach to
managing regulatory change. However, firms
must remember that a short-term mindset or

a people-tech imbalance can cause problems
further down the line.

Improving risk
management

Hiring more
staff to deal
with regulatory
changes

Preparing for

i.e. ESG, GenAl

future regulation

Increasing data
automation /
reducing manual
data processes

Connecting
data across the
organisation from
both internal and
external sources

Implementing

architecture

smart data fabric

mm 3%

|
Improving Exploring or Reducing the
response time piloting GenAl number of
to regulators technology solutions in the

technology stack
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Conclusion

The study demonstrates that FSls are dealing with
a number of key data challenges when it comes to
meeting their regulatory compliance and reporting
requirements, including poor risk modelling and
analytics; issues with disparate systems; too many
data sources; and siloed data, while consumer
protection and data privacy are proving to be the
biggest concerns in regard to specific regulations.

The vast majority of respondents - a combined 59
per cent - either say that manual data processing
is holding back the majority of departments and
tasks in their company or that they still using lots
of manual data processing. The results also show
that the many firms are spending between 10 - 15+
hours every week doing manual data processes for
regulatory compliance-related tasks.

Firms that do not prioritise modern technology
and automation may fall behind, with those that
do choose to invest in the technology unlocking
opportunities to become more accurate, cost-
effective, and competitive - giving them additional
time to spend on more important tasks.

Ultimately firms should be considering their

data strategy and ensuring they have a unified
approach to data management to enhance
regulatory compliance, strengthen operational
resilience, and foster trust. Unified data allows
organisations to adhere to the regulator’s
requirements of ensuring transparency, managing
risk, and ensuring operational resilience. It also
provides data integrity by delivering a single,
consistent view of data which ensures accuracy
and reliability, as well as a single source of trust for
regulatory reporting. Meanwhile, it can preserve
the history of all changes, making audits easier

as FSls can confidently demonstrate compliance.
Regulators increasingly demand detailed, frequent
and extensive data, and unified data enables FSls
to meet these demands.

Poor engagement with stakeholders is proving a
barrier to meeting risk management priorities for
nearly half of respondents, which could be linked
to challenges with internal culture. Ultimately to
improve the relationship with stakeholders, FSls
need a cultural shift that fosters collaboration.

Technology can also play a role in driving greater
collaboration among stakeholders, by making

it easier to access and connect to data across
silos. A good data strategy can ensure that

all stakeholders are working off of the same
information, even if they don’t collaborate

in reality.

It’s clear that many FSls need to improve
their relationships with stakeholders in order
to successfully identify the potential risks,
opportunities, and impacts that are so key to
meeting the top risk management priority for
firms: regulatory reporting standards.

Corporate buy-in and lack of education or
knowledge were revealed to be the most pressing
obstacles to fully integrating and connecting data,
demonstrating that some of the biggest hurdles
for FSls are related to cultural factors rather than
technology itself.

The focus on people is extended to priorities
for the next 12 months, with the second highest
number of respondents - nearly two-fifths -
revealing that they will hire more staff to deal
with regulatory changes over the coming year.

With firms prioritising hiring over other areas such
as increasing investments in data automation,
rolling out smart data fabrics, or simplifying the
technology stack, this could suggest that firms are
taking a more short-term approach to managing
regulatory change.

While those implementing technology such as
smart data fabrics are choosing to future-proof
their data strategy to ensure they are prepared to
meet the demands of today as well as tomorrow,
those that take a short-term approach could face
more challenges in the future.

Many of the issues highlighted by the report

could be addressed by rolling out the right data
management technology to unify data, which can
ultimately help to streamline operational processes
that span multiple back-end applications and data
silos, making data available on-demand, whilst
reducing the need for maintaining repetitive,
costly, and resource-intensive data mapping and
processing tasks. Unifying data can allow firms to
focus on utilising the analytics capabilities of their
models to meet regulatory reporting requirements
and risk management mandates, instead of
managing data inconsistencies or disparate data
sources.

It is the FSls that can combine their cultural focus
on risk management and regulatory compliance
with technology that can provide a unified and
transparent view into all enterprise-wide and
customer data that will ultimately ensure their data
is ‘regulation ready’.
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