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INTRODUCTION

Hannah McGrath
Editor, FStech

Welcome to our overview of RegTech Live 2021, an FStech conference looking at the 

technology designed to help financial services firms maintain regulatory compliance 

in a rapidly changing risk landscape. 

This year’s conference took place in virtual format due to coronavirus restrictions, but 

that didn’t prevent us from compiling a great line-up of speakers, with the day bookended 

by keynotes from the FCA and Bank of England, presentations from leading academics and 

RegTech experts, and insights into how the industry is evolving with thought leadership from 

clever technology companies.

Panel sessions covered some of the biggest topics in the world of compliance including: 

biometrics and KYC; AI and machine learning; and the arrival of 6AMLD and SMCR regulations, 

along with fraud prevention and of course, the impact of the Coronavirus pandemic which 

has created plenty of challenges and opportunities for financial services providers and their 

customers in the last year.

Do take a look at this brochure for a selection of the highlights and key topics to emerge from 

the day’s sessions.

Before you dive into the content I’d just like to thank our events team, and all of those who 

attended as speakers and delegates who made the day a success, as well as our sponsors: 

Galvanize, Accuity, Egress, Tessian, Single Rulebook, BluVector, OneTrust, and Compliance.ai.
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AGENDA
08:30 - 08:55: Conference waiting room opens

08:55 - 09:00: Chair’s welcome
• Hannah McGrath, Editor, FStech

09:00 - 09:30: Keynote Speaker
• Francesca Hopwood-Road, Head of RegTech and Advanced Analytics, 
Financial Conduct Authority (FCA)

09:30 - 10:00: Automating assurance while increasing efficiency 
over risk & controls 
• Jack Leech, Strategic Partnerships Manager, Galvanize
• Tom Ryan, Senior Solutions Consultant, Galvanize

10:00 - 10:30: Future-proofing the KYC ecosystem
• Dalbir Sahota, Vice President, Bankers Almanac KYC, Accuity

10:30 - 11:00: Panel - The buck stops here: Just how strong are 
‘bank-grade’ AML controls and what is the role of SM&CR 
responsibility?
Panellists:
• Gerard Hurley, Chief Compliance Officer, Chip
• Robin Penfold, Partner, TLT
• Igor Sumkovski, Senior Manager for Financial Crime Oversight  
  and Advisory, Santander
• Tristan van der Vijver, Global Head of Compliance, Vice Chair,  
  Western Union Business Solutions

11:15 - 11:45: The failures of static DLP and how to protect against 
tomorrow’s email breaches
• Sudeep Venkatesh, Chief Product Officer, Egress

11:45 - 12:15: The dangers of ‘Intelligent’ Algorithms: Regulation of 
the new generation of self-programming AI algorithms
• Professor Philip Treleaven, Professor of Computing, UCL
• Dr Adriano Koshiyama, Research Fellow in Computer Science, UCL)

12:15 - 12:45: Panel - Biometrics coming of age: just how quick can 
onboarding safely get?
Panellists:
• Maria Khan, Digital Product Owner, NatWest
• Steve Robertson, Compliance Industry Consultant and Moderator
• Jayakumar Venkataraman, Partner, Banking, Financial Services  
  and Insurance, Infosys Consulting
• Harry Weber-Brown, Director of Digital Innovation, TISA
 
 

13:05 - 13:35: Your Digital Footprint = A Hacker’s Toolkit
• Robyn Savage, Customer Success Lead, Tessian

13:35 - 14:05: Panel - Staying compliant in a crisis: How to cope 
with changing regulations during a pandemic
Panellists:
• David Ehrich, Co-Founder and Executive Director, The Alliance  
  for Innovative Regulation (AIR)
• Tosha Ellison, COO, FINOS
• Jeffrey Mushens, Technical Policy Director, TISA
• Wim Nelen, CEO and Founder, Single Rulebook
• Ruth Wandhofer, Non-Executive Director and RegTech expert

14:05 - 14:35: To Compliance and Beyond: Adopting a Proactive 
Cybersecurity Posture
• Rick Mischka,Technical Product Sales, BluVector
• Travis Rosiek, Chief Technology and Strategy Officer, BluVector

14:35 - 15:05: Address Emerging Risk with AI Powered Risk 
Management
• Scott Bridgen, GRC Consulting Director, OneTrust, GRC

15:05 - 15:35: AI and RegTech: What role do humans now play in 
responding to the changing regulatory environment? Sponsored 
by Compliance.ai
Panellists:
• Kayvan Alikhani, Co-Founder and CEO, Compliance.ai
• Richard Maton, Strategic Initiatives Lead, The International 
  RegTech Association
• Elizabeth Start, Risk and Compliance Director, Heward Mills
• Irina Velkova, Senior Manager, Grant Thornton
• Colin Ware, Regulatory Product Manager, BNY Mellon

15:35 - 15:55: The key challenges and opportunities for  
FinTech regulation
• Claire Magennis, Head of Risk and Compliance, NatWest Ventures

RegTech Live



 Financial Conduct Authority 

In her opening keynote and Q&A session, Francesca Hopwood-
Road, the Financial Conduct Authority’s head of RegTech, 
shared her insights on how innovative technologies are 
helping the regulator and the 60,000 financial services firms 

it supervises keep up with the pace of change in 2021. She also 
highlighted some of the regulator’s own initiatives to foster 
innovation in the sector and integrate data and technology 
within its day-to-day operations.

The keynote began with a focus on the link between RegTech 
- which helps financial firms automate and expedite the 
regulatory reporting process - and SupTech (or supervisory 
tech) which automates the work of the regulators in collecting, 
ingesting and analysing supervisory data from firms.

“There has always been a profound link between RegTech and 
SupTech,” Hopwood-Road, explained, however this has evolved 
in the past 12 months to “accelerate and gain greater global 
traction.”

She explained that the FCA has rolled out a (SupTech) 
programme for use across the organisation, which incorporates 
Natural Language Processing (NLP) network analytics and 
synthetic data, with an emphasis on collaboration to develop 
use cases for these as part of a strategy to becoming a “truly 
data-driven regulator.” 
 
This responsiveness had been enabled by an upgrade to 
cloud-based infrastructure and key data collection and storage 
capabilities to support the need for enhanced data exploitation, 
said Hopwood-Road. 

“Regulators face challenges of data and information volumes 
and synthesizing this to identify priorities,” she said. “To cope 
with the variety and complexity of available data sources,we 
need to more fully exploit Natural Language Processing to 
reduce manual review and machine learning approaches to 
develop predictive models to aid our prioritisation and focus.”

When it comes to the impact of the pandemic, the requirement 
for home working represented a “huge opportunity” for 
the RegTech industry. However, this digital transformation 

opportunity was also 
accompanied by a rapidly 
changing risk landscape.

“It has also opened up 
opportunities for financial 
crime targeting the 
most vulnerable, with 
disruption meaning that 
some people may become 
more susceptible to the 
temptation to profit from 
criminal behaviour.” 

Meanwhile, social distancing also drove fast-paced changes 
to the onboarding process for financial services products, 
with digital KYC checks and remote customer onboarding 
accelerating, along with increased interest in digital identity, 
Hopwood-Road said. 

Looking to the future, she predicted that network analytics 
will play an increasing role ,  alongside technologies such as 
chatbots, which can help firms and consumers understand 
their rights and responsibilities and engage with regulatory 
requirements.

The FCA is also taking an active role in global efforts to develop 
SupTech and RegTech, including participation in GFIN, the global 
financial innovation network, which promotes collaboration 
workstreams among regulators, financial institutions and 
academics through open source and sharing of code to tackle 
issueand  share best practice.

During a Q&A session, Hopwood-Road explained that as a 
regulator, the FCA finds itself “in a moment of real change and 
transformation,” adding that the publication of the FCA’s data 
strategy was a demonstration of “significant ambition to enable 
us to be the regulator we need to be.” 

Watch the session here: 
https://www.fstech.co.uk/regtechlive/ondemand.php

Keynote Speaker

Francesca Hopwood-Road, 
Head of RegTech and Advanced 
Analytics, Financial Conduct 
Authority (FCA)
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Galvanize

Automating assurance while increasing efficiency over risk & controls

Banks and financial services firms are faced 
with ever-increasing pressure  
to deliver greater levels of assurance  
over a complex set of emerging risks,  

and in the current climate, they are responding 
to these demands without always being granted 
additional resources.

In this session, Tom Ryan, senior solutions 
consultant and Jack Leech, strategic partnerships 
manager at Galvanize, explored how establishing 
a universal data model across all three lines of 
defense and leveraging automation technology, 
machine learning and data from existing systems 
can help risk, compliance and audit teams 
deliver insights on risk exposure and control 
effectiveness in near real-time.

They highlighted several issues which are 
currently plaguing organisations involved  
in assurance, including reliance on periodic 
testing of small data samples on legacy tools 
such as Microsoft Excel when scaling a  
business. Leech laid the groundwork by 
explaining how business data is becoming  
the bedrock of modern finance.

“FinTechs are deriving much of their competitive 
advantage from their ability to anticipate and respond rapidly to 
latent customer demands and trends, particularly those around 
simplicity, transparency, personalisation,” said Leech, “and the 
secret sauce to all of this is data.”

Leech then discussed how automation technology does not 
necessarily mean minimizing human headcount. “This is about 
being able to automate key tasks within the risk and assurance 
function and then refocusing those people who have been 
hired for risk compliance to focus on higher risk elements of the 
business, as opposed to these people ultimately losing their jobs,” 
said Leech.

Leech also discussed the necessity of real-time access to data  

in today’s environment.

“We can deliver direct and continuous access 
to information,” said Leech. “If we’ve got this 
approach to automation, if we’ve got this 
single source of truth, we don’t need to wait for 
quarterly reporting or audit reports. With the 
current pace that things are changing, quarterly 
reporting is set to be a thing of the past,” he 
predicted.

In a Q&A following the presentation, Ryan 
answered an audience question about the main 
challenges organisations face in implementing a 
new approach to assurance.

“The main challenge is never the technical 
side, it’s never the integration or the extraction 
of the data,” Ryan said. “Those bits are well 
understood, people do them every day. The 
biggest challenge is convincing people in your 
organisation to give you access to that data to 
start with.”

He explained that multiple conversations  
around data governance and who has access 
to what with dozens of people “Can slow things 
down.”

Ryan was then asked if he felt secondhand risk reviews would 
become obsolete with increased automation.

He said: “What we find is our customers, particularly second-line 
risk teams, find having real time context useful so they can make a 
more informed decision.”

“If we can get 90 per cent of the way there, they can make much 
quicker and more informed decisions about the level of risk,” he 
concluded.

Watch the session here: 
https://www.fstech.co.uk/regtechlive/ondemand.php
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Galvanize Accuity

While innovation is rapidly changing the financial 
ecosystem, many banks, FinTechs and other FSIs  are 
still struggling with KYC compliance  while wrestling 
with legacy software, multiple files, separate 

systems, and manual checks. In this session, Dalbir Sahota from 
Accuity, explored the solutions for the issues surrounding Know 
Your Customer (KYC), while acknowledging there was “no silver 
bullet solution” that suited all risk scenarios.
 
To begin, Sahota highlighted the importance of buy-in from 
senior executives, and how the C-suite is increasingly held 
accountable for AML and KYC processes. 

He broke their approach down into key policy aspects, 
emphasising the importance of simplifying, standardising, 
adopting a risk-based approach, benchmarking against FATF 
recommendations, and conducting an impact assessment 
against policy change.
 
He also covered the importance of process management to KYC. 

“KYC is not done in a day, 
it’s not done in an hour. 
If you have component 
parts which are missing 
and holding up a case, 
those root causes can be 
identified and addressed,” 
said Sahota.
 
In addition, he highlighted 
the transformative power 
of technology for the future 
of the industry.
 

“Historically KYC has been largely paper based, but as we’ve 
seen in the marketplace a number of technologies have come to 
the forefront from the FinTech and RegTech communities which 
allow for much easier, seamless sharing of data and documents 
around KYC”.
 
Sahota also emphasised the importance of identifying issues 
ahead of time. “In the marketplace it’s always better to be 
transparent about where things are not working well and have 
clear action plans, as opposed to a regulator coming in and 
identifying some of these issues,” he warned.
 
He went on to use the example of Tripadvisor to highlight the 
potential of a new crowdsourced approach to KYC. “You have 
access to a lot of eyes which you can look at before making your 
decision on whether you choose to go to that hotel or not,” he 
explained. “I think there is something there when you think 
about the alternative, and that alternative is working together as 
a community across the globe, a bit like what TripAdvisor does.”
 
He added: “It’s about having more minds, more eyes, more 
elements on the problem. This for a better model and a more 
sustainable model, and if you look at it from  a cost point of view, 
there are also benefits around mutualising costs,” he suggested. 

Watch the session here: 
https://www.fstech.co.uk/regtechlive/ondemand.php

Future-proofing the KYC ecosystem

Dalbir Sahota, Vice President, 
Bankers Almanac KYC, Accuity
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AML Panel

The buck stops here: Just how strong are ‘bank-grade’ AML controls and 
what is the role of SM&CR responsibility?

2020 saw a radical shift in the threat landscape for financial 
institutions: from a spike in fraud as criminals sought to 
exploit the pandemic, to increased use of crypto currencies 
and an explosion in online transactions. 

This increasingly complex operating environment coincided with 
the introduction of the EU’s 6th Anti-Money Laundering directive 
in December, with key changes in corporate and individual 
responsibility for breaches. 

In this session, we were joined by Tristan Van der Vijver, Global 
Head of Compliance at Western Union Business Solutions; Igor 
Sumkovski, Senior Manager Financial Crime Compliance Advisory 
at Santander UK; Gerard Hurley, Chief Compliance Officer at Chip, 
and Robin Penfold, Partner, TLT Solicitors.

Sumkovski began by discussing how the pandemic had changed 
the AML landscape. “It was already a complex landscape which 
was further impacted by Covid. At the same time, we had the 6th 
money laundering directive from the EU, and Brexit which means 
we don’t need to follow the legislation – though it is good practice 
in preventing financial crime and will be widely implemented 
formally or informally.”

He added: “Banks are facing challenging times going forward, but 
it has made more room for AI and automation-based solutions, 

which will require more collaboration between banks and 
RegTechs.”

Van der Vijver said that the shift to home working had opened up 
new risk vectors as cyber criminals became more inventive. “The 
two key risks we’ve seen pop up most in the industry are cyber 
risk and fraud risks.”

He added: “It’s not just business email compromise, what we’re 
seeing is more people with more time on their hands now 
attempting to try their luck at defrauding financial institutions.”

Hurley agreed that cybercriminals have been changing their 
tactics. “At the start of the pandemic we saw more attacks coming 
via stolen identities and stolen cards, and we responded by 
implementing more video-based authentication and selfies, 
comparing those selfies with card pictures,” he explained.

Penfold added that as a result of the changing threat landscape, 
organisations were: “Seeing a lot of convergence between all the 
risk management functions including AML, and financial crime 
risk more generally. Even the most advanced technology is not 
enough on its own

Watch the session here: 
https://www.fstech.co.uk/regtechlive/ondemand.php
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AML Panel Egress

Data breaches caused by outbound email are prolific.  
In the last 12 months, 93 per cent of financial 
organisations experienced security incidents where 
email use put sensitive data at risk, at a rate of one 

incident every 12 working hours. This presentation with Sudeep 
Venkatesh, chief product officer at Egress, explored how legacy 
email Data Loss Prevention (DLP) technologies have failed to 
protect sensitive information and uphold compliance, and how 
contextual machine learning offers a scalable alternative that 
can keep regulated data secure.

Venkatesh began by establishing how the world has changed 
over the past five years in terms of sharing sensitive content 
over email, and by highlighting the dangers posed by human 
activated breaches, where employees send the wrong content to 
the wrong people.

“Barriers between work life, and home life, and play have  
gone down significantly. Which means more pressure on  
people, more mobile devices, and more email-based threats 
primarily caused by insiders and your employees,” Venkatesh 
said.

He went on emphasise the increased pressures caused by the 

pandemic, and how these 
stresses can increase 
fatigue and email-based 
risk.

Venkatesh then explained 
some of the issues that 
lie beneath the surface 
of Data Loss Prevention 
(DLP), such as how it can 
be resource-expensive 
and lacking against newer 

types of data breaches.

“DLP - while it was great technology a couple of decades ago, it 
has completely failed the industry as of today,” he warned.

Venkatesh then highlighted the emergence of a different 
approach to this problem, with Human Layer Security (HLS) 
technology.

“HLS tries to deeply understand people’s behaviour so it can look 
at the emails people have been sharing and pick up on patterns 
of how people communicate with each other, so if there are 

anomalies, such as people sharing data they wouldn’t 
normally, it can pick-up on them and take the appropriate 
course of remediation,” Venkatesh explained. 

He added: “Look within your own organisation, I’m sure 
the email patterns of your sales teams are very different to 
the email patterns of your marketing team for example.”

He concluded with a call to action about the importance 
of overlaying Egress’s solution with established 
technologies. “Egress will not replace your Office 365 
or Mimecast deployment, but will overlay with existing 
technology to stop the last 5 or 10 per cent of attacks,” 
said Venkatesh.

Watch the session here: 
https://www.fstech.co.uk/regtechlive/ondemand.php

The failures of static DLP and how to protect against tomorrow’s  
email breaches

Sudeep Venkatesh, Chief Product 
Officer, Egress
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UCL

The dangers of ‘Intelligent’ Algorithms: Regulation of the new generation 
of self-programming AI algorithms

Soon there will be billions of ‘intelligent’ 
algorithms interacting with each other 
and with humans with minimal oversight. 
But amid this rapid progress, companies 

and regulators are increasingly alarmed about 
algorithms reinforcing bias and causing major 
financial or reputational damage.

 This presentation from Professor Philip 
Treleaven, professor of computing at UCL 
and Director of the UK Centre for Financial 
Computing  and Dr Adriano Koshiyama, research 
fellow, at UCL, explored high profile case studies 
of algorithms going awry, how governments 
are responding through legislation and 
imposing bans while regulators step up fines on 
companies and the Judiciary discusses making 
algorithms artificial persons in Law.

The session began with the academics giving a 
brief overview of high profile incidents in which 
algorithms have gone rogue.

Treleaven then explored some of the top-level 
issues surrounding the development of self-
programming algorithms.“Regulators are starting 
to see algorithms as separate people, in just the 
same way as companies are treated like separate 
people,” Treleaven said.

However, he warned that “Algorithms have no concept of conduct 
and have started to mimic the problems we see in humans.
They are built by humans, so they have built-in biases, which 
can be exposed in processes such as in recruitment and criminal 
sentencing.”

He said that in financial services in particular: “In future we 
must expect to see unintentional and even intentional fraud as 
algorithms evolve and they start to regulate human behaviour.”
However, while there is increased potential for them to go rouge, 
Treleaven also dipped into research around the potential of 

algorithms to police other algorithms.

Koshiyama introduced research around the new 
concept of “big algos”, which he saw as having 
rapidly growing importance and potential to 
change industries in the same way as Big  
Data.

“The previous decade everything was 
connected to data, GDPR, Big Data, data science 
and data regulation,” said Koshiyama.“in the 
next one it will be algorithm conduct,” he said, 
highlighting growing interest in the idea of 
ethics within algorithms.

The concept is attracting more and more 
attention from regulators and from companies 
themselves regarding how they can manage the 
risks.Koshiyama predicted the implementation 
of legislation in the coming years.

However, Treleaven emphasised the difficulty 
regulating the sheer volume of algorithms that 
will be used across industries.  “It’s the sheer 
magnitude of what is coming that is dawning on 
everybody.”

Koshiyama spoke about the specific risks of AI in 
the financial services industry. “Today a lot of companies are using 
alternative data, using similar data sets. If just one source of data 
becomes corrupted this can spread throughout the entire system,” 
he warned.

However, he said that there is potential for banks to mitigate 
algorithmic risk by putting new processes in place. “The risks 
we’ve outlined to do with bias could be incorporated into 
traditional financial risk indicators like operational risk and credit 
risk,” he concluded. 

Watch the session here: 
https://www.fstech.co.uk/regtechlive/ondemand.php
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UCL Biometrics Panel

This panel, chaired by Steve Robertson, a compliance 
industry consultant, took a deep dive into the growth  
of biometric authentication in financial services and  
its role in improving the customer experience. 

The discussion covered the race to digitally onboard customers 
quickly using biometrics including facial, fingerprint and video 
technologies.

Beginning with a focus on the impact of the pandemic Maria 
Khan, digital product owner at NatWest said that many financial 
institutions have been rolling out biometrics solutions such as 
selfie identification for a number of years, but that the last 12 
months had accelerated adoption. 

“What the pandemic has done is provided more momentum to 
the speed at which FSIs are expanding the uses of biometrics 
for different services and processes, where previously it was 
dedicated to customer onboarding.On the customer side we are 
seeing more customers take up digital services where previously 
they would have gone to a branch. It’s actually helped everyone 
in that regard.

Harry Weber-Brown, director of digital innovation at TISA 
said that the types of biometric technology available are 
also becoming more sophisticated. “Things like finger print 
scanners for phones to facial recognition, and iris scanners are 
not massively far behind and it’s now with working from home 

extending to authentication of employees to access sensitive 
data and things like e-signatures.”

Jakes Venkataraman, partner in banking, financial services 
and insurance at Infosys Consulting, highlighted some of the 
steps banks are looking to take to speed up the authentication 
process. “You have to make sure that the level of authentication 
doesn’t inhibit the customer journey so much that the customer 
stops engaging, it’s a fine line.”

Looking to the future, Khan said “the regulatory landscape 
will play a huge role. We need to make sure how do financial 
institutions, the tech providers and the regulators work together 
to co-create new solutions. And also within biometrics we 
have other new areas like voice recognition which are quite 
interesting developments,” she said. 

Weber-Brown said technologies on the horizon included 
using behavioural biometrics identification as a way of 
combatting fraud. “Individuals’ behavioural patterns are  
actually quite difficult to replicate,” he said, “and also  
blending different technologies together so it’s not just one  
type of attribute, it could also be eye scanners. I think the  
critical thing is always staying one step ahead of the  
fraudsters.”

Watch the session here: 
https://www.fstech.co.uk/regtechlive/ondemand.php

Biometrics coming of age: just how quick can onboarding safely get?

Maria Khan, Digital Product  
Owner, NatWest

Steve Robertson, Compliance 
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Jayakumar Venkataraman, Partner, 
Banking, Financial Services and 
Insurance, Infosys Consulting

Harry Weber-Brown, Director of 
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Tessian

Your Digital Footprint = A Hacker’s Toolkit

The next session from Robyn Savage, customer success 
lead at email security company Tessian, explored the data 
privacy consequences of the age of social media. She 
began by summarising the fact that every photo, status 

and update posted to social media platforms reveals valuable 
information about our personal and professional lives, all of which 
can be used by cybercriminals looking to ‘hack a human’ and the 
business they work for. 

“Hackers hack humans in order to hack the companies that those 
humans work for,” said Savage, before describing some of the 
tactics used by hackers to “stitch together” publicly available 
information and social media data to fuel for their next attack

And once the hackers have built up their picture of their target, 
there are a number of routes they are now using to infiltrate an 
organisation’s network.

“The majority of employees by now will have received- knowingly 
or not - communications from someone impersonating another 
person or organisation,” said Savage, describing the rise of 
spoofing attacks. 

“Phishing has transformed from base-level spam into something 
much more sophisticated,” Savage explained, and highlighted the 
fact that emails from bad actors have evolved “to the point where 
it has now become the major threat likely to cause a data breach 
in many organisations.”

Savage then summarised the results of a report carried out by 
Tessian which found that the billions of daily updates on holidays, 
job changes and promotion across social media channels are 
providing hackers with the personal information they need to 
launch viable attacks, with 90 per cent of those surveyed saying 
that they regularly share information online.

Routine processes such as Out of Office messages can also leave 
a “treasure trove of information” for bad actors pulling together a 
spoofing strategy, she said, with 93 per cent saying they used Out 
of Office and 50 per cent sharing how long they’ll be gone and 
personal information in these automated messages. 

As a result, she emphasised 
the need to “build the 
technology these companies 
need in order to keep their 
employees safe.”

However, while financial 
services companies are 
disproportionately targeted 
by hackers, Savage said: 
“It’s not only financial 
motivations that underpin 
these attacks, or at least not 

at the outset. It might be to elicit R&D information or IP.”

Social media posts from employees can provide important 
external clues for hackers, such as favourite footballsteams or pets’ 
names, which could end up as passwords on work accounts, but 
there is also a need for further awareness of of the risk posed by 
emails and phishing attempts, said Savage. 

“It’s really important to point out that this is not employee 
negligence. The modern workplace is a really stressful and busy 
place, people have all sorts of competing priorities and actually 
these attacks can be really easy to fall for.”

To combat these threats Savage said that employee training was 
key, along with awareness of setting social media account to 
private as part of an organisation’s holistic cybersecurity strategy. 

“Given how sophisticated threats on the inbound side are 
becoming it’s just not enough for spam filters to be the final line 
of defence,” said Savage.

 “Our algorithm analyses a company’s email environment, we 
learn communication patterns and map trusted relationships 
both inside and outside organisation, identify anomalies and then 
alert employees in real time if an email presents a threat,” she 
concluded.

Watch the session here: 
https://www.fstech.co.uk/regtechlive/ondemand.php
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Tessian Changing regulations panel

The arrival of the COVID-19 pandemic has brought  
wide-ranging disruption for the industry, with 
unscrupulous fraudsters and cyber criminals rushing  
to exploit the uncertainty. Regulators have responded 

with new rules and regimes designed to protect  
consumers.

In this panel discussion, RegTech experts explored how 
regulators have responded to the coronavirus crisis and the vast 
shift to online.

“The very positive thing here is that regulators have started 
collaborating a lot more,” said Ruth Wandhofer, non-executive 
director and RegTech industry expert. “If we look at the global 
bodies, they have all actually decided to align and to collaborate 
closely to share information in a very rapid manner, particularly 
around financial stability issues that may be arising, but also in 
terms of the coordination of standards application.”
 
Wim Nelen, chief executive and founder of digital platform 
Single Rulebook, said that regulators have focussed on 
things that have already been on their risk radar, like financial 
resilience, operational resilience, market integrity, and consumer 
protection.

“But all of these things flashed a little redder on their dashboards 
[as the pandemic took hold],” Nelen explained. 

David Ehrich, co-
founder and executive 
director at the US-based 
Alliance for Innovative 
Regulation (AIR), said 
that coronavirus has laid 
bare the US government’s 
digital deficit and warned 
of growing credit and 
financial risk.

Jeffrey Mushens, 
Technical Policy Director at 
UK-based organisation TISA, echoed Ehrich’s warning: “This has 
only stored up problems for the future, how this is going to 
work for the banks, the lenders, and the owners of assets, when 
people can’t pay their back rents, when they can’t meet their 
mortgages,” he added.

Tosha Ellison, chief operating officer at FINOS, said that data is 
key.“There is a massive amount of information regulators require 
from banks, but there is additional scrutiny on the validity of that 
data, the accuracy of that data, the lineage of that data, how it’s 
pulled together how it works across IT systems.”

Watch the session here: 
https://www.fstech.co.uk/regtechlive/ondemand.php
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BluVector

To Compliance and Beyond: Adopting a Proactive Cybersecurity Posture

In this session, Travis Rosiek, Chief Technology and Strategy 
Officer at BluVector, and Rick Mischka, Technical Product 
Sales at BluVector, took a fresh look at how the rush to tick 
compliance checkboxes doesn’t always target real risks, and 

why many organisations operate under the assumption of 
security.

 “It’s important to note that cyber threat actors don’t have to play 
by any rules, and they’re going to keep coming and changing 
their tactics or tools, they’re going to be creative, they’re going 
to adapt, until they are successful in achieving their mission,” said 

Rosiek. “It’s much harder 
to keep them out, cyber 
defenders have to be right 
almost every time to be 
successful, while the threat 
actor only has to be right 
once.”

He explained that it’s 
important companies don’t 
rely solely on meeting 
compliance obligations 
as part of their defence 
strategy.

“A lot of compliance 
requirements really lag 
behind the advancements 
and evolutions of cyber 
threat actors,” he warned. 
“[It’s like] in a sports game 
giving your playbook to the 
team you’re playing against, 
and you say these are pretty 
much the plays I’m going to 
run, then you act surprised 
when you get beat.”

Instead, Rosiek advised organisations to keep cyber criminals 
guessing, because they’re much more likely to be deterred from 
targeting them.

“A lot of organisations that are breached are compliant, but 
compliant doesn’t necessarily equate to a level of security or 
ability to withstand those types of breaches,” he explained. “A 
lot of companies ask, what’s the right answer? How much do we 
invest in cyber security? When is the job done? But your job in 
cyber security is never done, it just has to evolve quickly to adapt 
to the transformation and evolution of cyber threat actors.”

Watch the session here: 
https://www.fstech.co.uk/regtechlive/ondemand.php
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BluVector OneTrust

In this session, Scott Bridgen, GRC consulting director at 
OneTrust, reviewed some of the dynamic elements that 
pose growing operational and reputational risk for financial 
services firms, including data sprawl, shadow IT and privacy 

regulations and explored how Artificial Intelligence can help 
inform decision making.

“Cybersecurity has never been more at the forefront, as we 

process more and more 
data, and as we give access 
to our remote workforce, 
this is something we are 
seeing people really shift 
and provide laser focus on 
in their risk management 
practices,” said Bridgen.

He also said that boards 
and senior leaders are 
starting to take more 
interest in proactive risk 

management.

“That isn’t to say in a lot of mature organisations didn’t 
previously, but risk management is something that’s come 
to the forefront. We’re beginning to see a lot of people being 
given their opportunity or time at the table,” he explained. 
“For example, a traditional CISO would probably spend many, 
many months trying to get in front of the CIO, the CTO, and the 
CEO, but quite often after spending hours and hours on their 
presentation find that they are speaking a slightly different 
language.”

He added: “Now however, that opportunity to translate what 
they’re doing is presenting them with a vast range of toolsets 
that can support and take what was once technical information 
and put it into something that the board and business 
understand.”

Bridgen warned there is no silver bullet for leveraging artificial 
intelligence within risk management, and advised businesses to 
remember that the technology relies on quality data. “It’s not a 
magic wand, there’s a lot of vendors out there in the marketplace 
pushing AI as this revolution or evolution,” he said.  “You’ve got 
to have good data, because if you’re going to take advantage of 
AI, if AI is going to start making decisions it needs to understand 
the data sets it’s presented with.”

Watch the session here: 
https://www.fstech.co.uk/regtechlive/ondemand.php
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AI panel

AI and RegTech: What role do humans now play in responding to the 
changing regulatory environment? Sponsored by Compliance.AI

It is often difficult to separate the hype around AI technology 
from the reality. But one area that has made steady advances 
in helping companies to respond to the shifting sands of 
regulation has been machine learning. This panel, sponsored 

by Compliance.ai, explored the changing role of AI and machine 
learning within the compliance function and took a deep dive into 
why some are turning towards processes including ‘expert in the 
loop’ to build human-assisted machine learning models.

The session kicked off with a look at how automated the 
compliance function is becoming in financial services institutions, 
with Colin Ware, regulatory product manager at BNY Mellon, 
admitting that the industry is a long way off from widespread 
adoption. 

“There are a lot of initiatives and ideas about how it can be 
automated, but the piece that’s missing the most is how you 
assess the impact of regulations and very few have managed this 
without human intervention.”

The discussion then moved onto the notion of hype around AI.

Kayvan Alikhani, co-founder and CEO of Compliance.ai explained: 
“Compliance departments deal with these large volumes of 
regulatory changes, and the legacy approach of throwing human 
resources at the problem is proving to be slow, error prone and 
expensive.”

“The technology has 
matured quite nicely 
and so I think that with 
AI, the hype is behind 
us and now there’s 
a sense of rolling 
up your sleeves and 
implementing it to 
significantly reduce 
that burden.”

Richard Maton, strategic 
initiatives lead at the International RegTech Association 
summarised the practical applications for AI currently being rolled 
out by compliance teams. “We are seeing AI assisted onboarding. 
There’s also NLP and data extraction which are absolutely critical, 
but a priority is data matching around entities as well as extracting 
data from the dark web to enhance due diligence.”

“There is also a move towards unsupervised machine learning 
to try and detect anomalous behaviour that’s not based around 
typologies or patterns, so managing the risk of unknown 
unknowns.,” he added.

The discussion then turned to specific challenges FS firms are 
encountering when rolling out AI solutions. Irina Velkova, senior 
manager at Grant Thornton, said: “The biggest beast is data, 
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AI panel

NatWest

Challenger banks and FinTechs have revolutionised the 
UK banking market, providing user-friendly digital 
solutions for consumers and business owners. 

However, most challengers are under huge commercial pressure 
to sell products which enable them to generate revenue and 
profit quickly – which often comes with complex and wide-
ranging regulatory issues. In this presentation, Claire Magennis, 
head of controls for NatWest Ventures explored the key priorities 
for FinTechs as they seek to scale while keeping the regulators 
happy.

“The risk culture within a firm is hugely important in driving 
the right behaviours, to balance risk and reward appropriately,” 
Magennis explained, “Unlike established banks which often have 
huge legal and compliance teams, challengers are often more 
lightly resourced, yet still operate under the same regulatory 
regime.”

“This means FinTech businesses need to balance what is often 
referrred to as the cost of compliance and navigating what can 
be a complex regulatory structure,” she added. 

She said that with the speed of changing regulations, the 
questions around what happens post covid-19, and the 
longer-term impacts of Brexit for customers mean that the way 
businesses are set up and are able to monetise their business will 
need to adapt to an ever-evolving situation.

“[This] poses multiple challenges for both regulators and 
FinTechs alike,” Magennis said. “Complying with regulation within 

the finance industry can 
provide FinTech businesses 
with opportunities, 
by operating a robust 
control environment, 
your customers will be 
reassured and feel much 
safer when engaging 
with your products and 
services,” she advised. 

Magennis warned that 
compliance with regulation 

to protect consumer 
finances is crucial not only for building customer trust and 
loyalty, but for maintaining revenue and survival.

“The 2008 crash saw the emergence of Airbnb, Uber, and 
Instagram,” she said. “There is real market opportunity for tech 
businesses to look at market gaps and consumer needs in order 
to evolve their products and disrupt the industry following the 
pandemic,” she said. 

However, concluding her session she warned: “While this is 
exciting, gone are the days where tech businesses can approach 
disruption with a move fast and break things attitude, this 
 is particularly crucial for FinTech businesses and  
neobanks.”

Watch the session here: 
https://www.fstech.co.uk/regtechlive/ondemand.php

The key challenges and opportunities for FinTech regulation

it’s not only about the data quality and the bias, but it’s also data 
protection and data security because the way we use these large 
sets of data has to be in line with regulatory requirements,” she 
explained. 

Alikhani said that the biggest challenge he’d seen is trust in the 
results being produced by AI-based systems, which is where 
explainability can become a sticking point.  “There needs to be 
a healthy marriage of expert humans and machine, or AI-based 
models, and we call that expert in the loop.” 

Elizabeth Start, risk and compliance director at Heward Mills said 
that in many cases, especiall explainability,  education is key. 
“Compliance officers will be looking to upskill to understand more 
about technology,” she said, adding:  I think GDPR is quite clear on 
this: you have to have human intervention so I think you will always 
see humans involved in the decision making and challenging what 
the algorithm is doing.”

Watch the session here: 
https://www.fstech.co.uk/regtechlive/ondemand.php
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