FINANCIAL SECTOR TECHNOLOGY

24 February 2009

The loD Hub, City of London, New Broad Street House,
35 New Broad Street, London , EC2M 1NH

The Financial Sector Technology Security Conference creates an environment where professionals can gather
information, learn from each other and discuss the issues they face in making financial technology safe. Covering

both the retail and wholesale side, the conference will explain the challenges faced, and strategies available to
cope with an increasingly hostile cyber-world.

Free to banking and insurance IT professionals

In association with Sponsored by
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AGENDA

8.30 Doors Open
9.00 - 9.10

9.10 - 9.40 Keynote

Lord Toby Harris of the House of Lords' Science

and Technology Committee

9.40 - 10.10 Data Encryption

10.10 -10.40 Authentication - Getting the Balance Right

10.40 -11.00 Coffee
11.00 - 11.30 Legal Issues and Responsibilities
11.30 - 12.00 A Beginners Guide to Hacking
12.00 - 12.30 Case Study: The Insider Threat
12.30 -12.40 Morning Summary
12.40 -2.00 Lunch
2.00 - 2.30 Case Study: Protection
2.30 -3.00 Data Security
3.00 - 3.20 Coffee
3.20 - 3.50 Online and Mobile: the New Weakest Link
3.50 - 4.20
4.20 - 4.30 Summary

4.30 Networking and Drinks Reception

Chair's Opening Remarks with lan Fish BCS

Security as a Cultural Issue: US/UK views on Security
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Previous attendees include:

ABN AMRO

Allianz

Australia and New Zealand
Banking Group Limited
Australian Trade Commission (Austrade)
AXA UK

Barclays Bank

Barclays Capital

BNY Mellon

Citi

Citigroup

Credit Suisse

Deloitte & Touche LLP
Deutsche Bank

Friends Provident Plc

FSA

(CHERELELIN

Groupama Insurances

JP Morgan

KPMG LLP

Legal & General Investment Management
Merrill Lynch International
Met Police

Nationwide Building Society
Prudential

RBS

Societe Generale
Nationwide Building Society
Standard Financial Group
Stuart Alexander
Threadneedle Asset Management
] 2355

Winterflood Securities
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(" Sessions

Keynote: Lord Toby Harris of the House of Lords' Science and Technology
Committee presents the keynote address, covering his work on the Personal
Internet Security Report and the wider security implications of the Web

for commercial users.

Data Encryption
Everything that is digital can be copied, and If there is no encryption, your files will be

no safer than a set of Her Majesty’s Revenue and Customs CDs! This is a session that

Authentication
At the heart of all transactions is the need to be sure that the customers and
merchants are dealing with whom the other party claims to be. This session covers

the technologies available, and also the human factors that influence take up and use.

The Asymmetrical Law

At a financial institution, every member of the team has a responsibility to ensure that
client data is not misused or that the institution does not damage or infect users’
systems. However, this relationship is not always equal, with the users having less
accountability than the institution, and is often obscured by the lack of international
laws. This session considers the legal positions, and makes all those in IT aware

of the responsibilities they hold.

Online and Mobile Threats

It also is a ‘Wild West' environment, where users are often naive and security

explores the most modern concepts in encryption, and considers the options available.

The internet presents an unprecedented change to the way in which we communicate.
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ambushes lurk. What can we do to protect ourselves? And how is the technology

of both the villains and the good guys changing?

Hacking
Just how can people get behind your security and what can you do to stop them?

A practical session on exactly what to do.

Insider Threat

The 'Credit Crunch’ has had many side effects, but one is that there is increasing
pressure to protect the organisation from disgruntled or fraudulent inside attacks.
This session considers how these threats can manifest themselves and what the best

practice is to reduce them.

Case Study in Protection
How a major financial services company has made a threat assessment and

implemented a comprehensive IT security plan to ensure compliance and safety.

Data Security
Compliance is a requirement, but good practice goes beyond this to create
commercial advantage. A "how to guide’ of creating competitive leverage from being

secure.

Security as a Cultural Issue
The Global Economy brings with it the issues of dealing with global differences

in security culture. A revealing and insightful rundown of two similar but different

cultures, the misunderstandings and the lessons that each can learn from the other.




SPEAKER DETAILS

1 lan Fish (chair)

British Computer Society

Following a career in the Royal Air Force,

lan became a consultant in air command

. and control systems. Increasingly interested

in security, he undertook a Masters course in the
Management of Security, and joined NatWest as Group
Head of Business Continuity and Crisis Management.
lan is currently principal consultant with Vectra Group
specialising in strategic level consultancy on security,
continuity and information risk management.

Matthew Ford - Sarasin & Partners LLP

Matthew served with the Canadian Forces

(1988-1997) in Military Intelligence, and

then joined Salomon Brothers International.

As Salomon became part of Citi, Matthew’s
primary focus became Information Security Governance
and Controls testing. In 2008 he joined Sarasin & Partners
LLP (a London based Asset Management group) to create
and implement a new Information Security Governance
Programme. Formal industry accreditations include CISSP
& CISM.

Nigel Dickens

Corporate Information Security Officer for

the Cardif Pinnacle, BNP Paribas

Nigel has responsibilities

for Information Security and Business
Continuity Management within the UK, Ireland
and South Africa. Before joining Cardif Pinnacle
in 2005 he was the Head of IT Security and the HR
Outsourcing division of Accenture which was his first
civilian job after 26 years in the Royal Air Force, serving in
a wide variety of roles in the UK and internationally, finally
specialising in Counter Intelligence and IT Security.

Dr David King

David holds a PhD in Applied Cryptography and

an MBA from London Business School. He is a

Fellow of the Institution of Engineering and

Technology, a Chartered Engineer and holds
CISSP and CISM security certifications. He is currently a
freelance specialist in information security and privacy,
and has been Chief Security Architect at JPMorgan, and
Head of Information Risk Management at Aviva.

Who should attend:

.| David Griffiths

Clifford Chance LLP

David is head of Clifford Chance's

Communications, Media and Technology

group, with a particular focus on encryption
regulation, regulation of e-business services, software
licensing and outsourcing. He has over 25 years
experience on regulatory issues for the IT industry and its
customers, specialising in helping clients with complex,
cross border and strategic projects. These projects often
require detailed review of cross-border data transfer and
information security regulation and requirements. David
is also the author of several books and articles on
technology and the law.

Jon Pumfleet

Information Security Manager,

Threadneedle Investments

Jon came to the finance sector from

the oil industry, cutting his security
teeth at ExxonMobil where he was responsible
for eCommerce security for the world’s largest
company. He then moved to the Tesco group where
he secured its ‘Clubcard’ database - at the time
the UK's largest database of personal information.
He joined Threadneedle as head of Information
Security two years ago where he has integrated an
I1SO27001 strategy with Threadneedle's award-winning
risk management framework, protecting over £70billion
of assets as diverse as equities, bonds, hedge funds,
commodities and property.

Lord Harris (keynote)

Parliamentary Information

Technology Committee

Baron Harris of Haringey is a past

president of the Cambridge Union
Society, a former leader of Haringey Borough
Council, and a Life Peer. He is currently Treasurer
of the Parliamentary Information Technology
Committee and the Home Secretary’s representative
on the Metropolitan Police Authority with responsibility
for overseeing security. He is a member of the House
of Lords Select Committee looking into "Personal
Internet Security” and has represented the UK in
international internet policy meetings.

ALl IT professionals from the finance sector - you are only as good as your security!

ClOs, CEOs, CSOs, COO0s, CTOs, Data Centre Managers, Compliance , Officers, Security Managers, Departmental Heads,
Business Continuity Managers, Business Development Managers, Chief Security Officers, Infrastructure Managers, Data
Centre Managers, Data Security Managers, Directors of IT Security, Directors of Information Services, IT Directors, Heads
of Information Security, Heads of IT, Heads of Security, ICT Manager, IT Audit Managers, IT Security Managers, IT Services
Directors and Managers, Network Managers, System Engineers, Compliance Directors and Managers, Operations
Directors and Managers, Product Marketing Managers, Anit-Fraud Personnel, Project Managers, Security Consultants,
Security Controllers, Systems Analysts, Systems Architects, Systems Managers, Technical Development Managers,

Integration Managers, Treasurers
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FINANCIAL SECTOR TECHNOLOGY

IT Security Conference

Conference Booking Form

Date: 24 February 2009

Venue: The loD Hub, City of London, New Broad Street House, 35 New Broad Street,
London, EC2M 1NH

Free FS place: FREE TO BANKING AND INSURANCE IT PROFESSIONALS

Other delegate fee: Conference Fee £495 +VAT
(Please complete one booking form per delegate, photocopies accepted)

My details:

Name: Job Title:
Company:

Address:

Postcode: Tel:
Email Address:

Dietary Requirements:

Payment information:

| enclose a cheque (made payable to Perspective Publishing Ltd) for £
| wish to be invoiced for the amount of £

Quoting this purchase order number:

Please charge £ to my debit/credit card:

Visa: Mastercard: Switch:
Card No: Expiry Date: Signature:
TERMS & CONDITIONS:

SUBSTITUTES WILL BE ACCEPTED AT ANY TIME.

Please sign below to validate your booking. The programme is correct at the time of going to press, however we reserve the right to alter
or cancel the programme due to circumstances beyond our control. Payment is required in full prior to the event. All cancellations must be
made in writing to the address below and are subject to the following surcharges: More than 28 days notice 50% of total, less than

28 days notice 100% of total

For free delegates all cancellations must be made in writing to the address below and are subject to the following surcharges: £99 cancellation fee if we
are not informed of your non-attendance at least 28 days before the event.

Signature of booking contact:

PLEASE RETURN THIS FORM WITH YOUR PAYMENT TO:

Said Raage, Perspective Publishing, 6th Floor, 3 London Wall Buildings, London, EC2M 5PD
Tel: 020 7562 2426

Fax: 020 7374 2701

Email: said.raage@perspectivepublishing.com

Thank you. You will receive an invoice/receipt once payment has been processed.




